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Topics

* Graphs and Machine Learning

e Use Cases

e How can | get started?
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Graphs and Machine Learning
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Machine Learning

Select Select
features algorithm e Detect fraud

* Predict customer behavior
Use model for * Automate process
Create mode predictions * Character recognition

* Computer vision
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Example: Build and Use a Model with SQL and PL/SQL

Build
Model

Use
Model

DECLARE
v_setlst DBMS DATA MINING.SETTING LIST;

BEGIN
v_setlst('ALGO NAME') := 'ALGO_SUPPORT VECTOR MACHINES';
V_setlst('PREP_AUTO') := 'ON';

DBMS DATA MINING.CREATE MODEL2 (

MODEL_NAME => 'BUY_INSURL',

MINING FUNCTION => 'CLASSIFICATION',

DATA QUERY => 'select * from CUST_INSUR LTV',
SET_LIST => v_setlst,

CASE_ID COLUMN NAME => 'CUST_ID',
TARGET COLUMN NAME => 'CUST_INSUR LTV') ;
END;

SELECT prediction_ probability (BUY INSUR1, 'Yes'

USING 3500 as bank_funds, 825 as checking amount, 400 as credit balance, 22 as age,
'Married' as marital_ status, 93 as MONEY MONTHLY OVERDRAWN, 1 as house_ ownership)

FROM dual;
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Selecting Features to Use

SELECT prediction_ probability(BUY_ INSUR1l, 'Yes'

USING 3500 as bank funds, 825 as checking amount, 400 as credit balance, 22 as age,
'Married' as marital_ status, 93 as MONEY MONTHLY OVERDRAWN, 1 as house_ownership)

FROM dual;
Features Other Input
Age How many of her friends bought insurance?

Marital status

Bank balance How many of her friends’ friends bought insurance?
Credit balance

Home ownership Is she part of a cluster of people many of whom have
bought insurance?
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Graphs Model Connections in Data
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Features from Connections in Data
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Enhancing ML Algorithms with Graph Features

* Include features that define the vertex in a graph

* Determined by graph algorithms and graph queries

ID_ | Featurel | Feature2 | Feature3 [ Featured | Feature5 |Feature6 | Feature7 |
Yes

1001
1002 No
1003 No
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Advantages

Goal: Better model for improved accuracy in prediction

Connections in the data adds to information input to the model

* Viewing data as a graph enables identification of these connections

Model does not have to discover these relationships by itself

Less development time

Connections can be captured from data in database tables
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Graphs and Machine Learning Use Cases
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Intrusion Detection
Malicious Attack Graphlet

12

GET content

Search
Engine

GET IPAddress of A
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REDIRECT B

GET content

Victim

REDIRECT D

GET content

CONFIRM: Successfully compromised

For each graphlet compute average of
 degree_centrality

e local clustering coefficient
e out_degree centrality

e 1in _degree centrality

 vertex betweenness centrality
e pagerank

 eigenvector centrality




Healthcare Graph

Private information

>

>

Collected from medical databases in hospitals (e.g.,
admissions)

Data gathered during admission

L Medications: e.g., Aspirin (500mg/day)
O Lab tests: e.g., pH=7.4 at 15:35

Public information

>

>

Collected from public research efforts (e.g., disease-
symptoms relations)

Dynamic, i.e., new information becomes available
over time

@ Disease
. Symptom
. Admission

== Internal Information

= External Information

Prediagnosis

Redness

Prediagnosis

Nausea

Prediag Nosig




Healthcare Example: Predicting Diagnosis

Given an admission with multiple medical inputs (e.g., medications, lab results), predict the diagnoses associated with this
admission.

Feed additional information (diagnosis information) to the prediction module (standard neural network classifier) by
extracting nearest neighbors from the graph

Input Neighboring Neighboring
Admission Admission 1 Admission M

Boosted Signals
from the Graph

i g
Standard [Admlsslon Encoder] Final Diagnosis Final Diagnosis
model

Admission

Lab test
results

Fluids into
patient

Fluids out of
patient

Drugs
prederibed

Input Admission Neighbor 1 Final Neighbor M Final
Final Encoding Encoding Encoding
e 0 0 [ 1] [ ® g i
io o0 e o o o o i o Prediction Module Input Admission
ee o o o o w1 E P
~ . A r—ﬁi\\"m_ 21 Neighbor

Diagnoses




Financial Transactions Example Paysafe
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[:> Pays with device W

User accounts are vertices, cash transfers are edges B Logs in with device|
J

Paysafe

1000113026597

Added properties to vertices: Device used, geolocation, IP
addresses, mobile numbers

More connected a sub-graph, the more suspicious it gets
Identify communities in payment graph by device used £%ap P £
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Which Accounts Does a Lot of Money Flow Through?

1, _
\"%% Single user gets money from 20 users and

\ forwards money to a single account

Single user gets money from 50 users

Use Pagerank, Eigenvalue, Degree Centrality
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Graph Features to Improve Machine Learning Models

Is there a known fraudster at 2 hop distance from the

user?

Is the user a part of a community with known
fraudsters?

Importance/centrality of the user

Embedding of node B

Embedding of node A

Embedding of node C
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Good vertex embedding enables

Vertex classification

Finding similar segments of users in a graph
Edge prediction

Graph classification

Improvement of existing ML models

dist(emb(A), emd(B)) < dist(emb(B),emb(C))




Working with Property Graphs
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Property Graph Feature in Oracle Database

Store, manage, query, and analyze graphs
* Enterprise capabilities: Built on Oracle infrastructure
* Manageability, fine-grained security, high availability, integration, and more

Highly scalable
* In-memory query and analytics and in-database query
* 10s of billions of edges and vertices

PGQL: Powerful SQL-like graph query language SELECT a,b,c,el,e2,e3
MATCH (a)-[el]->(b)-[e2]->(c)-[e3]->(a)

Analytics Java and Python API:

50+ pre-built graph analysis algorithms syt peEera )
. . . analyst.betweennessCentrality(graph)
Visualization

* Light-weight web application, Ul accessible from a browser




Cloud and On-premise

ORACLE C|Oud Search for resources, services, and documentat us

Graph Server and Client
Quick Actions

Collapse A (Includes Zeppelin interpreters)

Install OCI Marketplace image
COMPUTE

‘“::‘E

Create a VM instance

In-memory graph server (PGX)

2-6 mins

Always Free Eligible

ORACLE C|OL.Id Search for resources, services, and documentat

AUTONOMOUS DATA WAREHOUSE

Graph Database
Create an ADW database

3-5 mins

Always Free Eligible
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Create a Graph from Database Tables

ACCOUNTS

TRANSACTIONS

ACCT_ID
0

1

2

3

4

5

FROM_ACCOUNT TO_ACCOUNT
1 672

1 584

1 259

2 833

2 840

2 493

AMOUNT

1000
1000
100000
5001
7050
4363

PGQL DDL SYNTAX:

CREATE PROPERTY GRAPH bank_graph
VERTEX TABLES (
ACCOUNTS LABEL Account PROPERTIES ( ACCT_ID )
)
EDGE TABLES (
TRANSACTIONS
SOURCE KEY ( FROM_ACCOUNT ) REFERENCES ACCOUNTS
DESTINATION KEY ( TO_ACCOUNT ) REFERENCES ACCOUNTS
LABEL transfer PROPERTIES ( AMOUNT )




Run Graph Queries

PGQL: SQL-like language with graph pattern syntax

-- Find cycles

SELECT a,b,c,el,e2,e3
MATCH (a)-[el]->(b)-[e2]->(c)-[e3]->(a)
LIMIT 10

-- Find all vertices connected by 1 to 6 hops

SELECT *
MATCH (n)-/:transfer{1,6}/->(m)
WHERE ID(n) = 1




Graphs Detect Patterns in Connections between Data
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Visualize Graphs

ORACLE Graph Visualization

PGQL Graph Query
1 SELECT e, el
2 MATCH (v)-[e]->(vl) -[el]->(v)

3 LIMIT 10
Graph Highlights
. Settings ¢ Save Load
o ® Drop
168167 97241 86550
Group
4 Vertices ® °
. y 73718 2252 87466 Ungroup
o ® ° ° Expand
Y 89136 136699
204476 86649
Focus
4 Edges O
o 90045
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Graph Analytics Algorithms

Detecting Components and Communities

AL

Strongly Connected Components,
Weakly Connected Components,
Label Propagation,

Conductance Minimization,
Infomap

Evaluating Structures

AL

Link Prediction

Adamic-Adar Index, Conductance,
Cycle Detection, Degree Distribution,
Eccentricity, K-Core, LCC, Modularity,
Reachability Topological Ordering,
Triangle Counting

WTF (Who to follow)

Ranking and Walking

Path-Finding

oo

Others

PageRank, Personalized PageRank,
Degree Centrality, Closeness Centrality,
Vertex Betweenness Centrality,
Eigenvector Centrality, HITS, SALSA,
Random Walk with Restart

Shortest Path (Bellman-Ford, Dijkstra,
Bidirectional Dijkstra), Fattest Path,
Compute Distance Index,

Enumerate Simple Paths,

Fast Path Finding, Hop Distance

Minimum Spanning-Tree,
Matrix Factorization




%pgx FINISHED [ >% {1l &
// run some analysis

analyst.pagerank(g);
analyst.vertexBetweennessCentrality(g);
analyst.sccKosaraju(g);

%pgx FINISHED [> >x BB &
// publish graph to other sessions

g.publish(vertexProperty.ALL, EdgeProperty.ALL);

(no output)

Took 0 sec. Last updated by anonymous at August 04 2020, 7:00:24 PM.

%pgx FINISHED [> >x BB &
g.destroy();

(no output)

Took 0 sec. Last updated by anonymous at August 04 2020, 7:23:08 PM.
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Graph Analysis
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Working with Graphs and ML in the Database
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Graphs with ML

Machine
Learning

Graph analysis

Write results Uses graph
into table features in ML

Create graphs
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Vertex and Graphlet Embedding in ML Algorithms
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Graph ML Algorithms

 Deep Walk
* Pg2Vec
 GraphWise

* Based on GraphSAGE
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Pg2Vec

* Create feature vector from a ‘graphlet’
e Graphlet determined from random walks from each vertex

e Pre-defined length per walk, and pre-defined number of walks per vertex
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Supervised GraphWise
Based on GraphSAGE, Optimized by Oracle Labs

Consists of two graph convolutional layers followed by several prediction layers

Steps
* A set of neighbors of the vertex is sampled

* The previous layer representations of the neighbors are mean-aggregated, and the aggregated features are concatenated with
the previous layer representation of the vertex

* This concatenated vector is multiplied with weights, and a bias vector is added

* Theresult is normalized to such that the layer output has unit norm

The prediction layers are standard neural network layers
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Summary

“Graphs and Machine Learning Combination is powerful” - Paysafe
* Include features generated by connections in a graph in machine learning
* Increase information coverage of training dataset

* Increased accuracy and automation
ML algorithms

A 2.0

S I I Prediction Model
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