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Backup, Cloning and DR for Oracle Analytics Cloud

Jason Lester — Managing Architect, Capgemini UK Ltd
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Oracle Cloud components

The standard OAC model usually includes 3 components:

* Oracle Analytics Cloud (OAC) — The visualisation and
processing engine, can also act as a datastore

* Oracle Autonomous Database (ADB) — The warehouse
underpinning OAC, and where a majority of your data is
stored

* An ETL layer — Multiple production available, but in this
presentation will reference Oracle Data Integrator (ODI).
Tool is used to bring in data from multiple different
sources (Extract), modify it (Transform), and store it in the
ADB (Load)

Autonomous
Database

* And obviously your source system(s)

ODiI

Source: Oracle.com
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Jason Lester London
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“de-normalised”. This makes large queries quicker, but 2 2 Fred Smith S Bristol

updates a lot slower
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Scenarios

There are a number of different scenarios an OAC administrator will want to consider:

* Cloning (creating a new complete environment or rebuilding an existing one from another environment e.g.
Production to UAT)

* Backups to revert a change if a deployment has not gone as planned

* User error — A user has done something wrong (deployed the wrong code into production, deleted something they
shouldn’t have etc)

* Disaster recovery to another region in OCI

Each of these scenarios is slightly different, but the processes for handling them are very similar with the execution
just varying. We’ll cover each in turn later
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Handling each component — The autonomous database

* Oracle’s “innovative” database product.
* Based on the existing Oracle technology product.

* Includes automation for backups, performance, capacity management,
monitoring.

* Automated cross-region disaster recovery.

* Automated cloning, restores, flashback etc. All controllable via API’s so can be
scripted / scheduled.

*  Comes with a pre-build, managed APEX layer.
* Used to store both warehouse data and ODI config.
* Backup / recovery / cloning

1. Using the OCI native capability — Creates a complete copy of everything,
although you may need to repoint some functionality (like OAC) because
it will have a new name, IP etc).

2. Schema export / import — Selective copy of tables and structures.

After cloning, you may need to re-run FULL ETL to build schema objects.

N.B. Store archive data separate from “live” data, to allow for replication.

488,
®

Fully automated
database service

Supports all modern data
types, workloads including
transaction processing, Al
and analytics, reducing the
need for multiple speciality
databases.

Maximise data
security and
availability

With Oracle's automation
services, you can keep your
mission critical applications

running by leveraging
99995% availability.

=

Bring Al to your data

Use LLMs with built-in Al
Vector Search and your
proprietary data to get more
accurate answers. There's
no need to duplicate data to
a separate vector database.

Backup

Automatic backup retention period: 60 days Edit
Total backup storage: 85 GB
Last automatic backup: Fri, Nov 153, 2024 103410 UTC
Next long-term backup: -

Long-term backup schedule: Schedule




Handling each component — ODI

* Different methodologies
— ETL — Extract, transform (in ODI) and Load

— ELT — Extract then load into target, and
transform in-situ

* Deployed from the Oracle Marketplace

* Configuration store in ADB, so can be easily
replicated

* No option for incrementally updating the config
when “cloning” using DB method

Traditional ETL Approach

E T L
ETL

Source 1 \ Server

4
Source2 —— ™ . :;: Target DW
Source 3 / —L
ORACLE

GoldenGate

Oracle GoldenGate for Oracle

Oracle GoldenGate for Oracle

Type: Stack | Price: BYOL

Oracle Data Integrator E-LT Approach

E LT

Source 2 » Target DW

ORACLE

Data Integrator

Data Integrator: Web Edition

Modern, low-code data transforms
for Autonomous DB and Oracle D...

Type: Image | Price: Free



Handling each component — OAC

= Consolo

Option inside the OAC console to take “snapshots”, but
these are manual, and only exist within the instance, but
you can choose what to snapshot and what to restore

REST API for OAC:

https://docs.oracle.com/en/cloud/paas/analytics-

cloud/acapi/quick-start.html

When cloning OAC using the “external” snapshot, it’s “all
or nothing” ie. you cannot choose which components to

clone.

Saves the snapshot to OCl storage bucket,

so can be used to restore to another
instance (clone)

The API can be called from a command
line, meaning it can be scheduled (e.g.
using crontab on Linux), giving you the
ability to perform a schedule backup

Resources
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Handling each component — OAC

The APl needs authenticating in the IAM domain that OAC is oy Demans - [ sopxcaons» s 1.0
. IDCS to OCI
registered to S5
Deactivate Edit application Add tags Delete @
Register OAC to a domain will create a new application S
automatically, but you need to enable it for APl usage s s s o
. . . . Description: Link between IDCS and OCI - for OAC Application icon: (D

Click the “Edit Oauth Configuration” button ”D

Add a new scope to the resources (will show all available OAC PRisi— B

instances) '

. . . esources OAuth configuration
Ensure the correct Authorization options are selected J
p OAuth configuration
Remember to SAVE the config before exiting IAM (=
Consent information Resource server configuration
Allocate the application to an account
Resources

Client configuration
© Configure this application as a client now No client configuration
e e Resource Protected Scope
ATEI el (@) Ity I No w—l
Resource owner Authorization code axtdkaz7xtyh-br
Client credentials implict ANALYTICSINST | 1 https //zti3qg6znh
JWT assertion SAML2 assertion axtdkaz7xtyh-br No '_——I

Refresh token TLS client authentication

Device code




Handling each component — OAC

— Requires an “auth token” to be included in the URL

curl -s --request POST \
--url https://S{IDCS_URL}/oauth2/v1/token \
--header 'authorization: Basic S{IDCS_CLIENTY \
--header 'content-type: application/x-www-form-urlencoded;charset=UTF-8" \
-d \"grant_type=password&username=5{AP|_USERNAME}&password=S{API_PWD}&scope=https://S{vURL}urn:opc:resource:consumer::all\"

— Which generates something like this (about 2,500 characters)

eyJANXQjUzI1Nil6lktZZFZXxMWIMVU1JOTJZdzB5YVZnUHo0Q1Q1M1dITjB3TO9hX3RxVVotUOkiLCJANXQiOiJUdjQATFhTSIZMYUFidjdZVjhzdWZFdUtYMWecil
ClraWQiOiJTSUdOSU5HX0tFWSIsImFsZyl611JTMjU2In0.eyljbGlIbnRfb2NpZCI6Im9jaWQxLmRvbWFpbmFwcC5vYzQudWstZ292LWxvbmRvbiOXLmFtYWFhY
WFhYXFOcDViYWFIbWF5ajd0dmlua3EzbDU3N2RoNzNOYmRvbmFzenB4ZXBmMnRndG53dGNscSlsin.

spLGsWrzlAaTaKtBnk_fRtds7tn1IlvFDhQfthTivwRtNKKKOVDDO0jo27DLpWKXnXspDd7xI4GfGF-
5qgIXZy5kXBbMoTOL_DnqGB9urc5U_FIpNDigwpAF80L29JgDGOMdYoBGUIJ7yK8bvzRr C3DUfVon9GDs8u3Hq7Uv5s0FeLkVMPXgjU4bTKkF1XjCeNe56hKN
gG-WwAVGZKXg3cA




Handling each component — OAC

— Requires an “auth token” to be included in the subsequent API calls
— The vURL value is the “Scope” from OAM and NOT the OAC url

curl -s --request POST \
--url https://S{IDCS_URL}/oauth2/v1/token \
--header 'authorization: Basic S{IDCS_CLIENTY \
--header 'content-type: application/x-www-form-urlencoded;charset=UTF-8" \
-d \"grant_type=password&username=5{AP|_USERNAME}&password=S{API|_PWD}&scope=https://S{vURL}urn:opc:resource:consumer::all\"

— Which generates something like this (about 2,500 characters). Auth tokens have a default lifetime of 100 second (configurable)

eyJANXQjUzI1Nil6lktZZFZXxMWIMVU1JOTJZdzB5YVZnUHo0Q1Q1M1dITjB3TO9hX3RxVVotUOkiLCJANXQiOiJUdjQATFhTSIZMYUFidjdZVjhzdWZFdUtYMWciL
CJraWQiOiJTSUdOSU5HX0tFWSIsImFszZyl611JTMjU2In0.eyljbGlIbnRfb2NpZCl6Im9jaWQxLmRvbWFpbmFwcC5vYzQudWstZ292LWxvbmRvbiOXLmFtYWFhY
WFhYXFOcDViYWFIbWF5ajd0dmlua3EzbDU3N2RoNzNOYmRvbmFzenB4ZXBmMnRndG53dGNscSlsin.

spLGsWrzlAaTaKtBnk_fRtds7tn1IlvFDhQfthTivwRtNKKKOVDDO0jo27DLpWKXnXspDd7xI4GfGF-
5qgIXZy5kXBbMoTOL_DnqGB9urc5U_FIpNDigwpAF80L29JgDGOMdYoBGUIJ7yK8bvzRr C3DUfVon9GDs8u3Hq7Uv5s0FeLkVMPXgjU4bTKkF1XjCeNe56hKN
gG-WwAVGZKXg3cA




Handling each component — OAC

— To create a snapshot, you need a JSON file
— Then invoke the JSON file using the API

curl -s -i -x "http://1.2.3.4:8080" \
--header "Authorization: Bearer STOKEN" \
--header "Content-Type: application/json" \
--request POST https://S{vURL}/api/20210901/snapshots \
-d @SDIR/create_snapshot_S{SOURCE}.json

— This returns a WorkRequestID (or an error)

— You can monitor the job using another API

curl -s -i -x "http://1.2.3.4:8080" \
--header "Authorization: Bearer STOKEN" \
--request GET https://S{vURL}/api/20210901/workRequests/SWorkRequestID

"type": "CREATE",
"name": "ProductionSnapshot",
"storage": {
"type": "OCI_NATIVE",
"bucket": "SnapshotBUCKET",
"auth": {
"type": "OSS_AUTH_OCI_USER_ID",
"ociRegion": ""uk-london-1",
"ociTenancyld": "ocid1.tenancy.ocl..aaaaaaaalungy...wj5wga",

"ociUserld": "ocid1.user.ocl..aaaaaaaado7hwuv...pou7z30qlq",

"ociPrivateKeyWrapped": "LSOtLS1CRUdIJT...0VZLSOtLSOK"
}
}I
"bar": {
"uri": "file:///PROD/Snapshot-24-11-17_02-23.bar",
"password": "snapshotPWD"

}




Handling each component — OAC

— Performing a restore is very similar, but you need to first register the snapshot with the OAC instance

curl -s -i -x "http://1.2.3.4:8080" \ 71989f79....3e558:0AC-SIT/Snapshot-24-11-17_04-23.bar
--header "Authorization: Bearer STOKEN" \ dalcl74e....3741e:0AC-SIT/Snapshot-24-11-15_04-23.bar

--header "Content-Type: application/json" \ d7e03425....41b02:0AC-SIT/Snapshot-24-11-16_04-23.bar
--request POST https://S{vURL}/api/20210901/snapshots \ cf135ada....79616:0AC-SIT/Snapshot-24-11-14_04-23.bar

-d @SDIR/create_snapshot_S{SOURCE}.json 65222e15....21b01:0AC-SIT/Snapshot-24-11-13_04-23.bar
006elcca....14496:0AC-SIT/Snapshot-24-11-12_04-23.bar

— If the snapshot you want to restore doesn’t exist, you need to register it (which requires another JSON file)

curl -s -i -x "http://10.210.52.164:8080" --header "Authorization: Bearer STOKEN" --header "Content-Type: application/json" \
--request POST https://S{tURL}/api/20210901/snapshots -d @SDIR/register_snapshot_S{TARGET}.json

— Finally initiate the restore with the call /api/20210901/system/actions/restoreSnapshot

— This APl will also return a WorkRequestID. If the restore has been invoked successfully, this will go to 100% in about 2 minutes,
but the restore may continue running for some time, depending on the size of the OAC instance, and there’s no real indication

of when the restore is completed ®
— During the restore, certain operations (like console access) will not be fully available

Warning! When you restore the snapshot, it restores everything.. Including permissions. Make sure the users you’re doing this with has
full admin privileges in both the target and destination system
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Preparing for the worst

* Think about “What changes every day”:
— The data in the warehouse — back this up using ADB backups
— The OAC reports, dashboards and configuration — backup this up using OAC external snapshots
— Integration configuration — You should back this up before and after making any changes (but included in the ADB backup)
* All components can be replicated to a secondary location (another region ?)
— ADW can be replicated real-time to a second region using standard OCI functionality
— Integration doesn’t change unless you’re deploying a release, but included in ADW replication
— OAC need to take snapshot, so should consider what is an acceptable loss of data (daily?)
* RPD/ logical layer
* Dashboards
* Reports

e Custom builds



Preparing for the worst — Each Component

Availability Domain 1 Availability Domain 2

. . > A
Active / Passive e — = —
Replication L5 v A

313u0)

Cross Region
Replication

Object
Storage

Object

Storage

1oqsdeugl

joysdeus

Database replicated using standard OCI functionality

ODI deployed from marketplace and connected to config in ADB

Object storage replicated using standard OCI functionality

OAC deployed from console as blank instance, and then loaded from replicated snapshot
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Day to Day

* Not just thinking about disasters.. What about human errors ?
— Deployed code to the wrong environment

— Deleted some data from production accidentally

* For both these scenarios you could restore “yesterday’s” backup to another environment, and extract just the small pieces of
information you want, rather than restore the whole environment from a backup (reducing downtime)

— Clones for development
* The ability to allow your developers to always be working on a current copy of production

* Ensure your production release (e.g. UAT) environment is as close to production as possible before doing the pre-production
code deployment

* Process can be automated, or “self-service”, so developers can rebuild on their own timetable



Day to Day o o

* Saving money !! Home o

— Automate shutdown of environments overnight

& &
* Putting the power in their hands:
— DBA’s / Admins are always a bottleneck to development - il
— Giving the developers the ability to perform self-service & &

ETL’s, backups or restores (in case they want the latest

data, or accidentally delete something they didn’t mean
to)

— Ability to restart or change automated schedules, resize
environments, and to understand the cost implications e

Instances

(and record who did it) T == - = == - =

Estimated monthly costs are based on an average of the previous 7 day running cost. This number takes into account how long a service has been running etc, and estimates a monthly (30day) value based on this. The Max cost estimates based on

24%7 running.
Terminated instances are shown for upto 14 days, from the date of termination
Home \ Cost and Usage Reports
Costing - Running Totals tecyceSite -
ALL ALL
— - mac: c - - aazac - .
Comy O Include Sub Compartments?
ALL e
Choose Perod . Currency Code
2025-2024 GeP
. =3 Alp-FlexDeploy "M Automation E Bastion1 B3 BastionDBA H EBS-DEV-AIP-LHR
7000
Shape: VM.Standard.E3. Flex Shape: VM.Standard. ALFlex Shape: VM.Standard.E3.Flex Shape: VM.Standard.E3.Flex Shape: VM.Standard.E4.Flex
6000 pu: 2 QCPU cPuU: 1 0CPU CcpuU: 1 ocpu CPU: 1 ocPU cpL: 1 0CPU
. Memory: 32 Gb Memory: 6 Gb Memory: 8 Gb Memory: 8 Gb Memary: s Gb
Compartment: Compartment: Compartment: Compartment: Compartment:
4,000 " . AIP > AIP_APP_Compartment Admin Retail Retail AP
R Monthly Cost: o cBp Monthly Cost: 0 cBp Monthly Cost: 0 GBp Monthly Cost: o cep Monthly Cost: o cBp
2,000 Actual Monthly Storage: 148 GBP Actual Monthly Storage: 172 GBP Actual Monthly Storage: 812 GBP Actual Monthly Storage: 0 GBP Actual Monthly Storage: 16.05 GBP
e Based on 24*7 running: Based on 24*7 running; Based on 24*7 runnineg: Based on 24*7 running; Based on 24*7 running:
509 302 m 335 348 400 290
N — .. . el = = = s - w» Monthly Cost: 0 GBP Monthly Cost: [ I Monthly Cost: 0 GBP Monthly Cost: 0 GBP Monthly Cost: 42 GBP
2307 23.08 300 2310 23m nu 240 2402 2403 2404 2405 2406 Cost inc Storage: 148 GBP Cost inc Storage: 172 GBP Costinc Storage: 812 GBP Cost inc Storage: 0 GBP Cost inc Storage: 16.67 GBP



6

QUESTIONS




Helpful Links

ORACLE AUTONOMOUS CLOUD
https://cloud.oracle.com/tryit

ORACLE AUTONOMOUS HANDS ON LAB FOR DEVELOPERS
https://go.oracle.com/e/f2?LP=82486

ORACLE ANALYTICS CLOUD
Examples: https://www.oracle.com/solutions/business-analytics/data-visualization/examples.html

ORACLE ANALYTICS CLOUD (API Reference)
https://docs.oracle.com/en/cloud/paas/analytics-cloud/acapi/quick-start.html

Copyright © 2019, Oracle and/or its affiliates. All rights reserved. |
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https://cloud.oracle.com/tryit
https://go.oracle.com/e/f2?LP=82486
https://www.oracle.com/solutions/business-analytics/data-visualization/examples.html

Questions?

Or contact me on LinkedIn, Email or check out my blog

LinkedIn: https://www.linkedin.com/in/jasonrlester/
Email: Jason.Lester@Capgemini.com
Blog: https://jasonlesterdba.wordpress.com/



https://www.linkedin.com/in/jasonrlester/
https://jasonlesterdba.wordpress.com/

Helpful Links —

ORACLE ANALYTICS VIDEOS:
https://www.youtube.com/@OracleAnalytics/videos

OAC SEPTEMBER NEW FEATURES VIDEOS BY ORACLE: https://bit.ly/OACSept24Features

OAC NEW FEATURES DOCUMENTATION BY ORACLE:
https://docs.oracle.com/en/cloud/paas/analytics-cloud/acswn/index.html#GUID-CFF90F44-BCEB-49EE-B40B-8D040F02D476

ORACLE ANALYTICS COMMUNITY:
https://community.oracle.com/products/oracleanalytics

ORACLE ANALYTICS LIBRARY/EXAMPLES:
https://www.oracle.com/business-analytics/data-visualization/examples/

ORACLE ANALYTICS LIVE DEMOS:
https://www.oracle.com/business-analytics/data-visualization/demos/

..... TechCasts
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