Karin Patenge’s GitHub repository with all sample code
for this session can be found here:

https:/igithub.com/karinpatenge/events/tree/main/
2026/09_AnDOUC
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Agenda

Why Linkurious Ogma

About the Dataset

Explore SQL Property Graphs using Linkurious Ogma
Overview about Cyber Threat Scenarios

Graph Analytics applied to a Cyber Threat Scenario

Take-Aways
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Why Linkurious Ogma'? Linkurious is a leading Graph Visualization

solution provider.

@D SQL Property Graphs in Oracle Al Database is an
w1 open ecosystem. Can easily be integrated with 3rd
&g party specialized tools because of SQL/PGQ.

" = WebGL-based that leverages GPU acceleration for
\/ large, complex, and interactive graphs.
/N

Developer-friendly by design — offers native
framework support and low-code integration,
- =~ letting teams build sophisticated graph
visualizations with minimal overhead.

ogma-oracle-parser
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Overview about Cyber
Threat Scenarios




Mapping the Dataset to Vertices & Edges

m Mapping to Vertices & Edges

auth.txt Vertices & User Domains, Computers -5'5%
Edges = User Domain = Computer, ooTREe men e -
Computer = Computer T 2 moown  oie mecows @
. i i ocEss name & COMPUTER 2 i Q COMPUTER_RESOLVED 7
proc.txt Vertices = User Domains, Computers, ® process v | | i COMPTERS S CREEIE L1 s
Processes b =5
) Lit 59,920,991 [
Edges = User Domain = Computer, B - Ebe
Computer = Process L i psTcoveuter T Fiows e
. L &= 1D z & ID b
flows.txt Vertices « Computers I B DlRanon S RC useRooman @
Edges = Computer = Computer “acror T i sccomun @
| I " Nl B
dnS.tXt VertlceS & Computers : : *RR _/.% PROTOCOL Tr LOGON_TYPE T:
Edges = Computer = Computer . REDTEAM 15 - Sucreee e T
i & ID REDTEAM
redteam.txt Vertices = User Domains, Computers » Q USERoOMAN T 113,069
Edges = User Domain = Computer, Ll 2 oot 7
Computer = Computer B e
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The Ground-Truth Graph
REDTEAM as a 2-hop attack chain

-- Ground-truth graph based on REDTEAM data
CREATE PROPERTY GRAPH IF NOT EXISTS lanl_ground_truth_graph

VERTEX TABLES (
user_domain
KEY ( user_domain )
User Domain LABEL user_domain PROPERTIES ARE ALL COLUMNS,
computer
KEY ( computer )
LABEL computer PROPERTIES ARE ALL COLUMNS,
process
authenticated KEY ( process )
LABEL process PROPERTIES ARE ALL COLUMNS
)
EDGE TABLES (
redteam AS redteam_user_authenticated_computer
KEY (id) REDTEAM_USER_AUTHENTICATED_COMPUTER
SOURCE KEY ( user_domain ) REFERENCES user_domain ( user_domain )
DESTINATION KEY ( src_computer ) REFERENCES computer ( computer ) REDTEAM_COMPUTER_COMPROMISED_ COMPUTER "{
LABEL authenticated
PROPERTIES ( id, time, user_domain, src_computer ), k
redteam AS redteam_computer_compromised_computer
KEY (id)
compromised SOURCE KEY ( src_computer ) REFERENCES computer ( computer ) COMPUTER
DESTINATION KEY ( dst_computer ) REFERENCES computer ( computer )
LABEL compromised

PROPERTIES ( id, time, user_domain, src_computer, dst_computer )
Computer )
(target host)

10 Copyright © 2026, Oracle and/or its affiliates 2026-09-17




The Cyber Graph

ye)
/ USER_DOMANN
7/

AUTH_SRC_USER_AUTHENTICATED_SRC_COMPUTER
-- Cyber graph combining AUTH, DNS, FLOWS, and PROC PROCESS \ AUTH_DST_USER THE“T'CATjD—DST—COMPUTER
CREATE PROPERTY GRAPH IF NOT EXISTS Ianl_cyber_graph PROC_COMPUTER_BUNS_PROCESS ROC_MSER_AUTHENTICATED_COMPUTER
VERTEX TABLES ( AUTH_SRC_COMPUTER_CONNECTED_DST_COMPUTER "\
user_domain /
KEY ( user_domain ) LABEL user_domain PROPERTIES ARE ALL COLUMNS,
computer
KEY ( computer ) LABEL computer PROPERTIES ARE ALL COLUMNS,
prOCESS COMPUTER

KEY ( process ) LABEL process PROPERTIES ARE ALL COLUMNS
)
EDGE TABLES (
dns AS dns_computer_resolved_computer
KEY (id ) SOURCE KEY ( src_computer ) REFERENCES computer ( computer ) DESTINATION KEY ( computer_resolved ) REFERENCES computer ( computer )
LABEL resolved PROPERTIES ( id, time, src_computer, computer_resolved ),
flows AS flows_computer_connected_computer
KEY (id ) SOURCE KEY ( src_computer ) REFERENCES computer ( computer ) DESTINATION KEY ( dst_computer ) REFERENCES computer ( computer)
LABEL flows_connected PROPERTIES ( id, time, duration, src_computer, src_port, dst_port, dst_computer, protocol, packet_cnt, byte_cnt ),
proc AS proc_user_authenticated_computer
KEY (id ) SOURCE KEY ( user_domain ) REFERENCES user_domain ( user_domain ) DESTINATION KEY ( computer ) REFERENCES computer ( computer)
LABEL proc_connected PROPERTIES ( id, time, user_domain, computer ),
proc AS proc_computer_runs_process
KEY (id ) SOURCE KEY ( computer ) REFERENCES computer ( computer ) DESTINATION KEY ( process_name ) REFERENCES process ( process )
LABEL ran PROPERTIES ( id, time, computer, process_name, start_end ),
auth AS auth_src_user_authenticated_src_computer
KEY (id ) SOURCE KEY ( src_user_domain ) REFERENCES user_domain ( user_domain ) DESTINATION KEY ( src_computer ) REFERENCES computer ( computer )
LABEL auth_src_authenticated PROPERTIES (id, time, src_user_domain, src_computer, auth_type, logon_type, auth_orientation, success_failure, redteam ),
auth AS auth_dst_user_authenticated_dst_computer
KEY (id ) SOURCE KEY ( dst_user_domain ) REFERENCES user_domain ( user_domain) DESTINATION KEY ( dst_computer ) REFERENCES computer ( computer )
LABEL auth_dst_authenticated PROPERTIES (id, time, dst_user_domain, dst_computer, auth_type, logon_type, auth_orientation, success_failure, redteam ),
auth AS auth_src_computer_connected_dst_computer
KEY (id ) SOURCE KEY ( src_computer ) REFERENCES computer ( computer) DESTINATION KEY ( dst_computer ) REFERENCES computer ( computer )
LABEL auth_connected PROPERTIES (id, time, src_computer, dst_computer, redteam )
)
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The following scenarios and scripts were created,
tested, refined, and documented using:

- Codex (GPT 5.6 Luna Extra High)

- Oracle Al Database Skills (incl. SQL Property Graph skills)
- SQLcl MCP Server



https://github.com/oracle/skills

Graph Analytics on Cyber Threat Scenarios
Start with Hypothesis

Hypothesis1: Credential Theft (“Impossible Travel”) Hypothesis 2: Lateral Pivot

User Domain
(candidate identity)
\ 4

cascades via
\ 4

|
n hops

5+ distinct computers, all within 1 hour 5+ distinct targets, all within 1 hour
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Proposed Workflow: Credential Theft

Fraudulent cross-computer authentication ("impossible travel")

Shape verification

Baseline

r

Burst detection
10+ computers inside a 1-
hour bucket
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Proposed Workflow: Lateral Pivot
Fraudulent “beachhead” reuse, cascading across hops

4 N\ N\ ( N\ N\ ( N\ ( )

Isolate new triage

—> > : —> —> —>
Calibrate the known Detect broad hourly candl_dates I Review identity Separate direct and Rl R e S
beachhead shape bursts R context n-hop reach AT
detector against Structural Risk
known hosts
g NG J NG . J J

Explanation:
A beachhead is the one staging computer an attacker reuses repeatedly to pivot outward to many victims, with the
pivot cascading across several hops rather than stopping at direct targets.
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SCENARIO 2 — LATERAL PIVOT WORKFLOW

Combined view: v1 C17693-like beachhead search + v2 broad concentrated-movement triage

4 N\
1 - CALIBRATE THE KNOWN BEACHHEAD SHAPE Shared foundation
Ground truth defines the reference: C17693 reached 296 victims and cleared 5+ compromised victims/hour in 30 of 69 active hours. C19932 / C22409 remain quieter controls

\_ J

4 N\
2 - BUILD THE BROAD BURST POPULATION C17693: 525 overall / peak 67
AUTH_CONNECTED - at least 5 distinct targets/hour - REDTEAM status + overall host fan-out for calibration. Controls: 24 overall / peak 17 in AUTH_CONNECTED

\_ J

]
______________________ 2 oW

3 - STRICT C17693-LIKE ISOLATION 1 3 - BROAD CONCENTRATED-MOVEMENT TRIAGE 1

1 1 1 1

: Remove known hosts and confirmed buckets; require recurring clean bursts. : : Keep previously unknown small or recurring concentrated movements in scope. :

1 Rank unknown hosts by normalized distance from the C17693 profile. 1 1  Return one representative bucket per host for analyst review. 1

1 ] 1 1

B ’ T P4

I \ I \
1 3a- PROFILE VALIDATION : 1 3a-DETECTOR SCALE / RANK DIAGNOSTIC :
: C17693 reference check: 525 overall - maximum 67 - 42 qualifying buckets. 1 : Expose background volume and bucket-level ranks; triage signal, not attribution. 1
N e e e e e e e e e e e e e e e e e e e Y R N e e e e e e e e e e e e e e e e e e e e Y, R
L v I
2
4 - IDENTITY CONTEXT v1: C5400 / C3435 / C467
Review LogOn / TGS / TGT / AuthMap activity in the selected bucket; exclude LogOff noise. v2: C15758 / C5868
\_ v J
2
5-DIRECT VS TWO-HOP REACH v1: C5400 670 - C3435 757 total
Exclude self-reach and repeated-vertex paths; classify direct, two-hop-only, overlap, total reach, and intermediates. v2: C15758 and C5868 both 105 total
\_ v J
2
6 - PAGERANK CONTEXT Shared hubs recur across candidates
Annotate the cleaned reach set with MIN_HOP, REACH_CLASS, and full-graph centrality; treat hubs as context only. Centrality does not prove maliciousness
\_ J
v ' v
2
STRICT BEACHHEAD CONCLUSION BROAD TRIAGE CONCLUSION
Prioritize C5400; retain C3435 as a second C17693-like candidate. Prioritize C15758 for investigation; retain C5868 as an infrastructure comparison.
Use C467 as an infrastructure comparison. Keep the result as an analyst-review candidate, not a confirmed beachhead. )

Both workflows identify candidates for review; additional evidence is required to confirm a beachhead.



Demo:
SQL-Based Graph Analytics

Using Visual Studio Code + SQL Developer Extension
(+ SQL Developer Graph Visualization Extension)




Final Step: Result

First 7 Rows

19

COMPUTER ROLE MIN_HOP REACH_CLASS PAGERANK_SCORE
1 C586 REACHED 2 TWO_HOP_ONLY 0.04000134953389035
2 C612 REACHED 2 TWO_HOP_ONLY 0.03067915198494771
3 C529 REACHED 2 TWO_HOP_ONLY 0.0305243424196061896
4 C625 REACHED 2 TWO_HOP_ONLY 0.02815230258829418
5 C4e67 REACHED 1 DIRECT_AND_TWO_HOP 0.027391278936998362
6 C457 REACHED 1 DIRECT_AND_TWO_HOP 0.026705827204715434
7 Clee65 REACHED 2 TWO_HOP_ONLY ©.025196767835493295
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Findings

Scenario 2

The 5+ Target Burst Is a Triage Signal,

Not a Beachhead Classifier

C15758 Is the Stronger Broad-Triage
Candidate

Multi-Hop Reach and PageRank Are
Strongly Hub-Driven

20 Copyright © 2026, Oracle and/or its affiliates

, C15758 —
PRIORITIZE

@ .+ (5868 —
INFRASTRUCTURE COMPARISON

x

A\ A
review requured e

Scenario 2 identifies candidates for analyst review — not confirmed beachheads.




Take-Aways




Applying Graph Analytics is an iterative process. SQL
has all techniques to do the analysis.

Al and Skills can help derive analytical scenarios, generate or refine queries, interpret the
results, and document them.

Visualizing results helps a great deal in detecting &
understanding patterns

SQL/PGQ removes barriers for the integration with
(specialized) 3"d party graph visualization solutions
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Thank You

Work In Progress:
LiveLabs Workshop - Stay tuned !
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Helpful Links —

ORACLE ANALYTICS VIDEOS:
https://www.youtube.com/@OracleAnalytics/videos

OAC MARCH AND MAY 2026 NEW FEATURES VIDEOS BY ORACLE:

https://bit.ly/OACMar26Features
https://bit.ly/OACMay26Features

OAC NEW FEATURES DOCUMENTATION BY ORACLE:
https://docs.oracle.com/en/cloud/paas/analytics-cloud/acswn/index.htm|#GUID-CFF90F44-BCEB-49EE-B40B-8D040F02D476

ORACLE ANALYTICS COMMUNITY:
https://community.oracle.com/products/oracleanalytics

ORACLE ANALYTICS LIBRARY/EXAMPLES:
https://www.oracle.com/business-analytics/data-visualization/examples/

ORACLE ANALYTICS LIVE DEMOS:
https://www.oracle.com/business-analytics/data-visualization/demos/
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